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Quick Discussion on Attack Automation 
for Conversational Perspective.



Asymmetric Warfare

Background Discussion
1 SQL-injection vs. 20 million lines of defensive code

$100.00 computer vs. $100 Million in defenses

1 economic DDoS script vs. $1 Million in wasted expenses
1:1,000,000
One match vs. a house



Recon Automation at Scale

Background discussion on Reconnaissance



Shodan.io
Older method of getting global data



ZMAP.IO
Scan every IPv4 address in 5 Minutes



Masscan
https://github.com/robertdavidgraham/masscan



Censys
Many other public & private research groups like this.



Finding IP Ranges

Note: There are many other tricks to find and correlate IP’s

Search the 5 Regional Internet Registries for BGP 
Autonomous System Number Information 



Finding IP addresses
Random Seattle-based Company

Note: This won’t find 
all IP’s.

This is public data.



Grab code from 3rd party
Wayback Machine



Attack Automation at Scale

Quick Discussion on Attacking at Scale



Credit: @cyb3rops

Threat Actors have matured.



Attack Automation at Scale

First Impact used to be recon…



Attack Automation at Scale

Now it’s a punch in the face

No time for humans to respond.

Think “working SQL-Injection attack pulling tables” 
as the first TCP packets coming in.

Weaponized bots scan the entire IPv4 space all the time.



Quick Discussion on Defense Automation.
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External Attack Flow

Flow of an external attack through a set of controls.

Conversational Diagram
Lots of items missing

Note: there are many different attack flows, 
this is just one example. 
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Conversational Diagram

Lots of items missing

Security spending should be mostly preventative.
We want to prevent things right ???
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Lots of items missing

Traditional security spending is almost 80% reactive

A huge portion of this is log-storage and SIEMs
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Lots of items missing

Most of the human focus is also reactive.
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Therefore is it any surprise that in the sense of a 
time-line that this is when we find things?.

It is after all where we’ve been focused
and we aren’t as fast as the machines.
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External Attack Flow
This time-based analogy applies 
across many security domains.

Testing before deployment.      vs.   Testing after deployment.
Security Architecture (planning)  vs.   Security as an afterthought.
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Lots of items missing

We need to push more of the security 
processing towards the attackers.
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Lots of items missing

Most of the human focus is also reactive.



More importantly we need to block and respond 
at much faster rates than we have been.



More importantly we need to block and respond 
at much faster rates than we have been.

Humans are too slow



More importantly we need to block and respond 
at much faster rates than we have been.

Humans are too slow

And our defensive processes should not 
be based around them.
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Lots of items missing

Traditional security models assumed a “Security Operations Center”
Where humans would make decisions about how to respond.
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Lots of items missing

So we make a lot of decisions “after the fact”
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Lots of items missing

But there’s no reason we couldn’t invest more into processing
Security decisions automatically in this general area.

Notably, before attackers can access our systems.



To do this we will need to automate more of our 
prevention-based defenses.
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Costs less to block here          Expensive after this



Discussion Points: 
Why this is important. 
How to be effective.



Thank You

HTTP://WWW.VERIFICATIONLABS.COM/NSTT-OCT-2018.HTML
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