e e———

B —— =

Security in Software ™\ VERIFICATION

Design and = ——
Implementation

Lightning Talk by Trey Blalock
North Seattle Tech Talks
October 15th, 2018




Quick Discussion on Attack Automation
for Conversational Perspective.




Asymmetric Warfare —

Background Discussion

1 SQL-injection vs. 20 million lines of defensive code
$100.00 computer vs. $100 Million in defenses

1 economic DDoS script vs. $1 Million in wasted expenses

1:1,000,000
One match vs. a house
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Recon Automation at Scale

Background discussion on Reconnaissance
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ZMAP.IO

The ZMap Project

1 ZMap

ZMap is a fast single packet network scanner
designed for Internet-wide network surveys.
On a computer with a gigabit connection, ZMap
can scan the entire public IPv4 address space in
under 45 minutes. With a 10gigk connection

and PF_RING, ZMap can scan the IPv4 address
space in 5 minutes.

W ZTag

ZTag processes ZGrab output and annotates

Scan every IPv4 address in 5 Minutes

The ZMap Project

History Research Scans.|O Censys

The ZMap Project is a collection of open source tools that enable
researchers to perform large-scale studies of the hosts and services that

compose the public Internet.

) ZGrab

ZGrab is a stateful application-layer scanner
that works with ZMap. ZGrab is writtenin Go
and supports HTTP, HTTPS, SSH, Telnet, FTP,
SMTP, POP3, IMAP, Modbus, BACNET, Siemens
S7, and Tridium Fox. For example, ZGrab can

perform a TLS connection and collect the root
HTTP page of all hosts ZMap finds on TCP/443.

& ZBrowse

ZBrowser is a command-line headless web

® ZDNS

ZDNS is a utility for performing fast DNS
lookups, such as completing an A lookup for all
names in a zone file, or collecting CAA records
for a large number of websites. ZDNS contains
its own recursive resolver and supports A,
AAAA, ANY, AXFR, CAA CNAME, DMARC, MX,
NS, PTR, TXT, SOA, and SPF records.

Q, ZCrypto

ZCryptoisa TLS and X.509 library designed for



Masscan

https://github.com/robertdavidgraham/masscan

MASSCAN: Mass IP port scanner

This is the fastest Internet port scanner. It can scan the entire Internet in under 6 minutes, transmitting 10 million packets
per second.

It produces results similar to nmap , the most famous port scanner. Internally, it operates more like scanrand,
unicornscan , and ZMap , using asynchronous transmission. The major difference is that it's faster than these other
scanners. In addition, it's more flexible, allowing arbitrary address ranges and port ranges.

NOTE: masscan uses a custom TCP/IP stack. Anything other than simple port scans will cause conflict with the local
TCP/IP stack. This means you need to either use the -S option to use a separate IP address, or configure your operating
system to firewall the ports that masscan uses.

This tool is free, but consider funding it here: IMASSCANaHUIyTtR3bJ2sLGuMw5kDBaj4T



blic & private research groups like this.
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Security driven by data

’/'/Fmd and analyze every reachable server and
device on the Internet. ‘
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Finding IP Ranges e

Bl AfriNIC
Bl APNIC
Bl ARIN
B LACNIC
RIPE NCC

Search the 5 Regional Internet Registries for BGP
Autonomous System Number Information

Note: There are many other tricks to find and correlate IP’s
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Wayback Machine

Grab code from 3rd party
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Advanced Penetration Testing

We provide a lot of different types of penetration

testing services based on our clients needs. Some



Attack Automation at Scale

Quick Discussion on Attacking at Scale




China

Common Name

Comment Crew
APT 2

UPS

IXESHE

APT 16

Hidden Lynx
Wekby

Axiom

Winnti Group
Shell Crew
Naikon
PLATINUM
Lotus Blossom
APT 6
Hurricane Panda
Emissary Panda
Stone Panda
Nightshade Panda
APT 26

Gablin Panda
Night Dragon
Mirage

Anchor Panda
NetTraveler

Ice Fog

Beijing Group
APT 22

README

Threat Actors have matured.

CrowdStrike

Comment Panda
Putter Panda
Gothic Panda
Numbered Panda

PLA Unit 61398
PLA Unit 61486

Aurora Panda
Dynamite Panda PLA Navy
Wicked Panda

Deep Panda

Lotus Panda PLA Unit 78020

Hurricane Panda
Emissary Panda
Stone Panda
Nightshade Panda

Goblin Panda
Night Dragon
Vixen Panda Ke3Chang

Anchor Panda

Dagger Panda
Sneaky Panda

China Russia

WebMasters
Naikon

Spring Dragon

Cycldek

NetTraveler
IceFog

North Korea Iran

Secureworks Mandiant
TG-8223 APT 1
TG-6952 APT 2
TG-0110 APT 3
TG-2754 (tentative APT 12
APT 16
APT 17
TG-0416 APT 18
APT 17
APT 19
APT 30
APT 6

BRONZE UNION, TCAPT 27

APT 10

APT 9

APT 26
GREF APT 15

APT 21
Israel NATO

Middle East

FireEye

BeeBus

Deputy Dog

KungFu Kittens

Playful Dragon

Others

Symantec Cisco (Sourcefire/\ Palo Alto
BrownFox Group 3
Group 36
Buckeye UPS Team Group 6
Calc Team Group 22
Hidden Lynx Tailgater Team Group 8
Tailgater Team Group 72
Group 13
Lotus Blos:
Black Vine TEMP.Avengers
TEMP.Hippo Group 35
MenuPass Team menuPass
Hippo Team
Social Network Team
Unknown _Download _Schemes ~Malware

Credit: @cyb3rops



Attack Automation at Scale

First Impact used to be recon...




Attack Automation at Scale

Now Iit’s a punch In the face

Think “working SQL-Injection attack pulling tables”
as the first TCP packets coming in.

No time for humans to respond.

Weaponized bots scan the entire IPv4 space all the time.
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Quick Discussion on Defense Automation.




_External Attack Flow s

Conversational Diagram
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Flow of an external attack through a set of controls

Note: there are many different attack flows,
this is just one example.




External Attack Flow ‘ ——
Conversational Diagram

Lots of items missing

Security spending should be mostly preventative.
We want to prevent things right ???
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Conversational Diagram

External Attack Flow
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Traditional security spending is almost 80% reactive




External Attack Flow

Conversational Diagram
Lots of items missing
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External Attack Flow

— This time-based analogy applies

) - -
& across many security domains.
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Testing before deployment. vs. Testing after deployment.
Security Architecture (planning) vs. Security as an afterthought.
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We need to push more of the security
processing towards the attackers.
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% Conversational Diagram

Lots of items missing




More immportantly we need to block and respond
at much faster rates than we have been.



More immportantly we need to block and respond
at much faster rates than we have been.

Humans are too slow



More immportantly we need to block and respond
at much faster rates than we have been.

Humans are too slow

And our defensive processes should not
be based around them.
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Traditional security models assumed a “Security Operations Center”
Where humans would make decisions about how to respond.
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So we make a lot of decisions “after the fact”
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External Attack Flow
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A Conversational Diagram
Lots of items missing
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But there’s no reason we couldn’t invest more into processing
Security decisions automatically in this general area.

Notably, before attackers can access our systems. / —— S —




To do this we will need to automate more of our
prevention-based defenses.
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Discussion Points:

Why this is important.
How to be effective.
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